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There are six data protection principles which must be followed.  








Further information about the GDPR principles can be found at: 
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/principles/


Lawfulness, fairness and transparency


There must be a ‘legal basis’ for processing an individual’s personal data.  


Accuracy


Every reasonable step must be taken to ensure the accuracy of personal data.  


Storage limitation


Data must be kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed. 


Data minimisation


Purpose limitation


Data must be processed only for specified, explicit and legitimate purposes. 


Personal data obtained for one purpose, must not be processed for any unconnected purpose, unless the individual concerned has agreed to this, or would otherwise reasonably expect this. 


The College must ensure that personal data it processes is relevant, adequate, not excessive, and given the purpose for which it was obtained. 


Integrity and confidentiality


Data retention which will depend on the reasons that the personal data was obtained, but should be determined in a manner consistent with the College‘s Data Retention Schedule and Data Protection Statements (privacy notices). 


Data must be processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures. 


Most commonly, the processing will be necessary for the College to operate a contract with them, the processing is necessary to fulfil a legal obligation, the processing is in the legitimate interests of the College and does not override their privacy considerations, or they have consented to the processing.


The College will ensure that it is clear about why it processes personal data and what it intends to do with it and will ensure that it provides details of the data processing to the data subjects through its DPSs.  


Individuals may ask the College to correct inaccurate personal data relating to them.


GDPR requires personal data to be deleted or destroyed when it is no longer needed.  Alternatively, the personal data could be anonymised or otherwise modified so that it no longer relates to an individual.
















Accountability


A 7th principle requires the College to be responsible for, and be able to, demonstrate compliance with the GDPR. 
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